From:

Sent: Thursday, May 16, 2013 1:07 PM

To: CommentPeriod, HealthIT (Thune)

Subject: Re-examining the strategies needed to successfully adopt heath IT
Attachments: MU_Unofficial_Lab_Reports.pdf

Dear Senators,

| am a member of the College of American Pathologists and appreciate Senator Burr’s involvement in the recent policy
meeting. | am a pathologist laboratory director in a large health system; however, my comments represent my
professional experience and opinion, not necessarily those of the organization where | work.

Thanks for your white paper on Health IT, which clearly describes the real-world challenges that we face. | would add
these additional comments and observations:

Minnesota has a law that negates much of the benefit of interoperability:

We share our electronic health record system with many independent facilities. The shared electronic health
record should faciliate care and reduce waste on redundant or unnecessary tests.

Yet, at the same time the federal government is enacting laws to created health information exchanges, my
state of Minnesota has a law that requires patients to specifically “opt in” to a shared medical record. Unless
the patient chooses to “opt in” (many don’t) we are required to block sharing in the shared electronic health
record, completely negating any benefits of the shared record. In practice, this Minnesota requirement to “opt
in” to a shared record is a nightmare for our health system to administer.

What this means is that when | review a patient record in the course of my medical duties, | often won’t see any
results from other facilities because the patient did not “opt in.” In other words, we have a shared record and
the results are in there, but | can’t access those results because of this state law.

All this money being spent to insure that records can be shared won’t pay off when there is a state law that
directly blocks sharing.

One of the federal government’s goals through the ACA is to remove wasteful spending for Medicare and
Medicaid beneficiaries. Butin Minnesota (and possibly other states) these beneficiaries can “opt out” of a
shared record, preventing providers from seeing their test results and records from other facilities. This means
that beneficiaries can choose to block efficient care and potentially add cost to the system/taxpayers.

| would propose that (1) To receive federal health dollars, states cannot enact laws to block shared records or,
(2) beneficiaries of government health care benefits be required to opt in to a shared record to receive

benefits. Possibly private insurers could also choose to make this a requirement for their members to keep rates
as low as possible.

Federal CLIA regulations ensure accurate and reliable test results but have not been updated to protect the integrity
of lab data in the electronic health record.

Federal CLIA legislation was enacted to protect patients from substandard laboratory testing. But the actual
“product” of the laboratory is diagnostic information. Although CLIA regulations define quality requirements for
the testing process to get accurate and reliable results, there are no regulations on Health IT to ensure data
integrity of those results. In other words, the physician only sees the result, not the testing — so the result is
everything. The result is what drives care. CLIA was enacted to ensure that the result is accurate and reliable
when it leaves the lab, but CLIA does not provide specific requirements to maintain the integrity of that result in
the electronic health record.



2. Inother words, if the laboratory reports an accurate and reliable result, which is then improperly displayed or
altered by the IT software, patient harm can occur. Many IT vendors have incorporated functionality that
adversely alters lab results (article attached). Nationally, the laboratory community has seen innumerable
examples of misleading or inaccurate result displays in electronic health records. The current regulations do not
protect data integrity of lab results, causing inaccurate displays and patient risk or actual harm.

3. None of this is addressed by CLIA. CLIA must be updated to set standards for to protect the integrity of
laboratory results in the Electronic Health record. It doesn’t do any good to get accurate and reliable test

results if the results can be stripped of critical information or altered by the software where the physicians view
results.
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Using Unofficial Lab Reports
Words of Caution on the CMS Meaningful Use Standards

An Interview with Thomas Williams, MD, and Alexis Carter, MD

Electronic health records (EHRs) provide many benefits for providers and their
patients, but the benefits depend on how well EHRs are implemented and uset
The Center for Medicare and Medicaid Services (CMS) has defined a set of
standards, commonly known as “meaningful use,” that allow eligible providers
and hospitals to earn incentive payments if their EHRs meet specific criteria.
While the goal of meaningful use is to promote the spread of EHRs and to
improve healthcare in the U.S., changes in EHRs are occurring so rapidly that
laboratories may not even be aware of potential patient safety dangers.

In this interview, Thomas Williams, MD, and Alexis Carter, MD, provide their perspectives on meaningful use and offe
suggestions to manage requests for laboratory data outside of official laboratory reports. Williams is medical director
of pathology at Methodist Hospital in Omaha, Neb., while Carter is director of pathology informatics in the departmer
of pathology and laboratory medicine at Emory University School of Medicine in Atlanta. Both pathologists, they
served as members of a team organized by the Office of the National Coordinator for Health Information Technology
the U.S. government office responsible for establishing guidelines for meaningful use.

Corinne R. Fantz, PhD, DABCC, FACB conducted this interview.

Can you explain the difference between “official” and “unofficial” laboratory reports?

Williams: CLIA Interpretive Guidelines define fulfillment of the laboratory’s official reporting responsibility as an eveni
marked by delivery of the result to the authorized person (1). Additionally, CLIA requires that official laboratory
reports contain certain elements such as reference ranges and units of measure. However, the CLIA regulations were
created in the era of paper charts. With the advent of EHRs, less conservative CLIA interpretations have emerged,
limiting the official laboratory report to a particular view or views in the EHR. EHR vendors have come under pressurt
to create alternate, abridged views displaying large amounts of patient data on relatively small screens. These views
may constitute an unofficial report. Although the primary aim is to promote rapid and accurate patient assessments,
ironically, poorly designed displays may jeopardize patient safety.

http://www.aacc.org/publications/cIn/2013/april/Pages/PSF-Unofficial.aspx 4/5/2013
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What are the most common reasons a physician would want to view laboratory results or abstract laboratory data
outside of the official lab report?

Carter: Speed, efficiency, and increased ability to comply with disease-specific clinical quality measurements (CQM),
such as for diabetes and hypertension, are commonly cited reasons. Clinicians will note that they do this now by
writing or typing abbreviated laboratory data into the patient’s medical record or using a disease-specific form to
record data in a way that helps them quickly analyze it for more efficient patient care. We are fairly early in the use ¢
these abstract views of laboratory data, so their effectiveness to accomplish the above goals has yet to be proven. W
need studies on the potential risks associated with abbreviated laboratory data to understand the degree to which
unexpected laboratory results might be missed because they are not part of the display.

How has meaningful use changed the way physicians interact with the EHR?

Carter: Meaningful use is the common term for a set of standards and CQM that emerged from the American
Recovery and Reinvestment Act (ARRA), more specifically from the Health Information Technology for Economic and
Clinical Health (HITECH) Act that is embedded within ARRA. Meaningful use standards and HITECH have the goal of
modernizing the American health information technology (IT) infrastructure in a useful and meaningful manner. EHR
were chosen as the primary vehicle by which these goals would be achieved (2). There are substantial monetary
rewards for timely adoption, defined as meeting specified functionality or criteria. In addition, those who cannot mee
the minimum requirements will be penalized by reduced reimbursement from Medicare. To prove compliance with
meaningful use, covered entities and eligible providers must demonstrate use of a certified EHR in a meaningful
manner by attesting to fulfillment of certain criteria: by electronically exchanging health information to improve
quality of healthcare; and by submitting clinical quality and other data from the EHR to the federal government.

Relatively few meaningful use criteria affect how laboratory data are displayed and used, and most are non-specific.
For example, one objective requires that laboratory data be included in an EHR as structured data, but it does not
specify to what degree the data should be structured. This means that rendering laboratory data as free text reports
would technically be acceptable but arguably not acceptable to many busy providers who have to wade through
them. Other objectives that affect laboratories include using computerized provider order entry (CPOE) for laboratory
tests and requiring delivery of laboratory results to patients by electronic means such as patient portals.

Proper display and formatting of laboratory data can be a challenge, even for laboratories. What are the patient
saffety concerns with moving the lab data to an unofficial report?

Williams: The patient safety concerns are the potential for misinterpreting and missing laboratory data. Considerable
literature exists regarding safe data formatting for legibility, such as font size, spacing, and density (3). Similarly, The
Institute for Safe Medication Practices and The Joint Commission both have lists of abbreviations labeled “Do Not Us¢
because of their potential for medication-related error and patient harm (4). Display-related errors vary from aligning
laboratory results from different dates into a single column, which may give the provider a misleading view of the
sequence of health-related events, to marking abnormal laboratory results with a flag that closely resembles a
number, which may cause the provider to misinterpret the numerical laboratory result and treat the patient
incorrectly. Other errors have included missing mycobacterial culture results, because the results were sequenced by
date of collection. This would cause the results to be displayed 4 weeks after the collection, far outside the normal
view of laboratory data.

Examples of Unofficial Lab Reports

http://www.aacc.org/publications/cIn/2013/april/Pages/PSF-Unofficial.aspx 4/5/2013
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Report A Report B
Test 272013 252013
Ca 9.1 Calcium a.1
CO, 28 Carbon Dioxide 28
Cl 105 Chloride 105
K 4.2 Potassium 4.2
MNa 139 Sodium 139
Creat 1.1 Creatinine 1.1
Glu 1114 Glucose 114 H
UM 17 Urea Nitrogen 17
WEBC 6.8 White Blood Count 6.8
HGE 13.6 Hemaoglobin 13.6
HCT 40.8 Hematocrit 40.8
PLAT am Platelet 301
PT 10,9 Protime 10.9
INR 0.96 INR 0.96
PTT 149 Partial 49 H

Thromboplastin Time

Both of these laboratory reports lack all of the elements required by
CLIA; therefore, they would be considered unofficial laboratory
reports. Neither report has units of measure or reference ranges;
however, Report A is a greater threat to patient safety. In this
report, the patient’'s glucose and PTT are elevated. Providers could
erroneously interpret the arrows indicating the elevation as
numerals, leading to a finding of extreme elevations for these
values. It is also not clear if the patient results are from the same
date and time, as Report A only provides the “most recent labs.”
Report B has some of the same problems as Report A, but it does
indicate the dates the tests were performed and draws attention to
abnormally high results with the letter “H” and red numbers.
However, the report has no space for comments such as a
hemolyzed specimen and does not indicate whether the results of
other tests are still pending.

CLIA covers the requirement for laboratory result reporting. Are there any requirements for unofficial laboratory
report displays?

Carter: Although there are no formal requirements for laboratory results outside of what is required for official
laboratory reports by CLIA and the College of American Pathologists, healthcare entities and laboratories should use
care in how laboratory data are displayed. Formats that substantially depart from what would be considered usual
and customary should be examined for the potential to cause harm before implementing them.

What role and responsibility does an EHR vendor have in generating unofficial lab reports?

Williams: Vendors usually develop these views at the request of providers; therefore, the vendor certainly has a role
in their construction. However, the provider is ultimately responsible for patient care. As such, these views may
constitute a significant and underappreciated medical risk to patients and a medico-legal risk to clinicians, local IT
providers, EHR vendors, and laboratory medical directors. The risk is even greater when laboratorians do not review
displays of the data that their laboratory generates. This is not uncommon, especially with patient portals that may
import laboratory data from the EHR rather than the laboratory information system. When CLIA-required elements al

http://www.aacc.org/publications/cIn/2013/april/Pages/PSF-Unofficial.aspx 4/5/2013
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not present, which would constitute an unofficial view, or when other problems occur, such as missing data or
incorrectly displayed data, the question of who will be legally and medically responsible following an untoward event
is untried to date.

Who should be notified when an unofficial or unapproved display of laboratory data is requested in an EHR?

Carter: ldeally, the laboratory director and/or laboratory informatics director should partner with their institution’s
health IT leadership, such as the chief medical information officer or chief information officer, to encourage a
comprehensive review of EHR displays of laboratory data by a qualified laboratorian. Proactive on-going efforts to
improve laboratory displays should be made with teams, including laboratory directors, providers, health IT staff, anc
patients. When unofficial displays are discovered that have not been through a formal review process, any potential
risks to patients or providers should be addressed with the above teams.

Do you have suggestions about how labs can contribute to building safer unofficial laboratory reports?

Williams: Spurred by the introduction of meaningful use, the development of novel and technically unofficial
laboratory reports is now outpacing legal and regulatory guidelines. Notably, these displays of laboratory data are
often used outside the oversight of laboratory professionals. Therefore, it is critical that laboratory directors be
proactive in their approach by being involved, asking questions, and sharing their views and expertise (See Box,
below).

Ways for Laboratory Leaders to Build Safer Unofficial
Laboratory Reports

Be involved.

Laboratory leaders should be knowledgeable about the test result
displays in the EHRs that are communicated to the laboratory infor-
mation system, especially as additional meaningful use criteria are
implemented.

Ask questions.

e |s your organization participating in meaningful use? If so,
how?

e Does your laboratory’s data appear in unofficial EHR reports?

e Does your laboratory’s data appear in a patient portal?

e What is the position of your EHR vendor on whether CLIA
applies to these and possibly other laboratory data reporting
formats that are either planned or already in production?

e Do you have access to these data presentations prior to their
implementation? If not, can this be arranged?

e Do the unofficial report results adequately and satisfactorily
replicate the medical interpretations derived from the
corresponding official laboratory report, for the intended
recipients or viewers?

Share your views and expertise.
Laboratorians have a unique perspective. Do not underestimate

your expertise and value; your non-laboratory colleagues and
patients need you!
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Corinne Fantz, PhD, DABCC, FACB, is an associate professor of Pathology in the Department of Pathology and Labo-
ratory Medicine at Emory University, Atlanta. She is also a member of the Patient Safety Editorial Board.
Email: cfantz@emory.eadu.
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